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CentOS 7. YcranoBka nakera ProFTPD u unrerpanusi c Windows 2008 R2 AD.
[Moaxkntouaem EPEL peno3uTopuii:
rpm -iUvh http://dl.fedoraproject.org/pub/epel/7/x86_64/e/epel-release-7-5.noarch.rpm
WU
yum install epel-release
YcranasnusaeM naket ProFTPD:

yum -y update
yum -y install proftpd

YcranoBuM naket openldap-clients, ecsiu ero elije HeT B crcTeMe, OH HY)KeH [/l TeCTHPOBaHUS
CoeJMIHeHHSI C KOHTPOJ/IEPOM JIOMeHa:

yum install openldap-clients

[TpoGyeM Terepb MOAKIHOUYUTLCS K KOHTPOJIIEPY ioMeHa developer.com v pounTaTh JJaHHbIE OT
VIMEHHU T10/1b30Baress user:

ldapsearch -x -h 192.168.111.3 -D 'user@developer.com' -W -b 'dc=developer,dc=com’

,[[anee BBOJWM I1apOJIb U €CJIK €CTh CBA3b C KOHTPOJ/I/IEPOM U I10/Ib30BaTe/Ib OIIO3HAH, BEDHYTCSA
JaHHBIe O I10J/Ib30BaTe/IAX B 5TOM [JOMEHE.

OTkpbiBaeM datiin /etc/proftpd.conf u mpuBoANM K BUAY:

ServerName "ProFTPD server"
Serverldent on "Hello"

ServerAdmin root@localhost
ServerType standalone

DefaultServer on

AccessGrantMsg "User %u logged in."
DeferWelcome off

# Use pam to authenticate (default) and be authoritative
AuthPAMConfig proftpd

# Do not perform ident nor DNS lookups (hangs when the port is filtered)
IdentLookups off
UseReverseDNS off

# Port 21 is the standard FTP port.
Port 21

# Umask 022 is a good standard umask to prevent new dirs and files
# from being group and world writable.
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Umask 022

# Default to show dot files in directory listings
ListOptions "-a"

# Allow to resume not only the downloads but the uploads too
AllowRetrieveRestart on
AllowStoreRestart on

# To prevent DoS attacks, set the maximum number of child processes
# to 30. If you need to allow more than 30 concurrent connections

# at once, simply increase this value. Note that this ONLY works

# in standalone mode, in inetd mode you should use an inetd server

# that allows you to limit maximum number of processes per service
# (such as xinetd)

MaxInstances 20

# Set the user and group that the server normally runs at.
User nobody
Group nobody

# Disable sendfile by default since it breaks displaying the download speeds in
# ftptop and ftpwho
UseSendfile no

# This is where we want to put the pid file
ScoreboardFile /var/run/proftpd.score

HHHH TR R R R R
# Hauaso. Heobxomumoe st LDAP aBTOpH3alium mosib3oBaresieil 1 paboThI #
HHHH TR R R R R

# OTK/IFOYaeM TO, UTO He WCII0/Ib3yeM
RootLogin off
LoginPasswordPrompt off

# Knacc a1 orpaHUUeHusl CKOPOCTU KaHajia BHellIHel 3arpy3Ky 1 BBITPY3KH, T.e. 3aKaukKa CHapY»KU
<Class external>

From !192.168.0.0/16

</Class>

# Knacc a1 orpaHUUeHHsI CKOPOCTU KaHajla BHYTPeHHeM 3arpy3Ku U BBITPY3KH, T.e. 3aKauKa
BHYTPH

<Class internal>

From 192.168.0.0/16

</Class>

# OrpaHnueHre CKOPOCTH KaHasa 3arpy3kKy M BBITPY3KHU JJis Kyacca external
TransferRate RETR,STOR,APPE 1024 class external
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# OrpaHuueHre CKOPOCTH KaHaJla 3arpy3KH U BLITPY3KH Z/is Kacca internal
TransferRate RETR,STOR,APPE 10240 class internal

# OrpaHuueHus MOAK/IIOUEHUN

MaxClients 10 "CnuIikoM MHOTO COeAMHEHU ¢ cepBepoM”

MaxClientsPerHost 3 "%m KIueHT yrke TIOAK/IIOUeH ¢ Barirero xocta, 60/bIie Hemb3s"
MaxLoginAttempts 3 "CAMILKOM MHOTO MOIBITOK BOUTH"

# OrpaHuyeHus 10 BpeMeHU
Timeoutldle 180
TimeoutLogin 120
TimeoutNoTransfer 360
TimeoutStalled 640

# 3akpbiBaeM Bcex B chroot. BeIiiThI BbIllle CBOe# Marnku pacro/oxeHHo!H B /home/ftp/users/%u
HeJTb351.

DefaultRoot /home/ftp/users/%u

HIHHHH

RequireValidShell off
HiHHHH

PersistentPasswd off
HiHHHHEH

# niogrpykaem mogyis LDAP
LoadModule mod_ldap.c

# noAK/IrOYeHue nosb3oBaTesne merogom LDAP
<IfModule mod_ldap.c>
AuthOrder mod_Idap.c

LDAPServer 192.168.111.3
LDAPAttr uid sAMAccountName uidNumber gidNumber
LDAPAuthBinds on

LDAPBindDN "user@developer.com" "123456"

LDAPUsers "ou=Ctpykrypa Komnetoteps! u [Tons3oBarenu,dc=developer,dc=com"
(&(sAMA ccountName=%u)(memberOf=cn=proftpd,ou=proxy,dc=developer,dc=com))
LDAPGroups "ou=Crtpykrypa Komnstorepsl 1 [Tonb3oBatenu,dc=developer,dc=com"
(&(sAMA ccountName=%u)(memberOf=cn=proftpd,ou=proxy,dc=developer,dc=com))

LDAPDefaultUID 99
LDAPDefaultGID 99

LDAPForceDefaultUID on
LDAPForceDefaultGID on

LDAPGenerateHomedir on
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LDAPForceGeneratedHomedir on

LDAPGenerateHomedirPrefix /home/ftp/users
CreateHome on 0755

</IfModule>
HiHHHHE

# Pabouast 06/1aCThb 3arpy3KH U BBITPY3KHU
<Directory /home/ftp/users*>

AllowOverwrite yes
<Limit ALL>

AllowAll

</Limit>

<Limit ALL SITE_CHMOD>
AllowAll
</Limit>

</Directory>
s

# dopmart Jior (aitioB

LogFormat default "%h %l %u %t \"%f\" \"%r\" %s %b"
LogFormat auth "%v [%P] %h %t \"%r\" %s"
LogFormat write "%h %l %u %t \"%f\" \"%r\" %s %b"

# Kyza, 1 4To nuiieM B JIOT (aiisibl

SystemLog /var/log/proftpd/proftpd.log

TransferLog /var/log/proftpd/xfer.log

ExtendedLog /var/log/proftpd/proftpd_access.log WRITE,READ write
ExtendedLog /var/log/proftpd/proftpd_auth.log AUTH auth

# 3anpet nepebopa
DenyFilter \*.*/

HHHH TR R R R R
# Koner]. Heooxomumoe g1s1 LDAP aBTOpH3aluu rosib3oBaresieid ¥ padoThI #
HHHH TR R R R R

CamMoe 171aBHOe B KOH(Ure 3TO B 3TOM CTPOKe:
LDAPUsers "ou=Ctpykrypa Komnetoreps! u [Tons3oBarenu,dc=developer,dc=com"
(&(sAMA ccountName=%u)(memberOf=cn=proftpd,ou=proxy,dc=developer,dc=com))

ITonb3oBareny KOTOpbIM paspelieHo rnoak/aouarecs K FTP HaxoasTcs B opr-roHuTe "CTpyKTypa
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KoMmnsbroreps! u ITonb30Baren" B KOpHe jOMeHa.

OTH nonb30BaTe M MpuHaA/Iexxar rpyrre "proftpd"”, kotopasi HaXoAWTCS B OPr-IOHUTE "Proxy"
TaK )ke B KOpHe fjoMeHa. T.e. , uTOObI [10J/Ib30BaTe b TIOYYU/I JOCTYII €T0 HY>KHO ZI00aBUTD B

rpymy "proftpd".

KoH(urom HacTpoeHO orpaHrueHye BbIX0/a M0/1b30BaTesIs U3 CBoel nanku. T.e. Bce Mo/b30BaTev
3arepThl B CBOMX Markax. BeicTaBneHo pasHoe orpaHUYeHre CKOPOCTH 3arpy3KU U BBITPY3KU NpU
TIOZAK/IFOUEHMH U3 JIOKA/IbHOM CeTH U U3 MHTepHeTa.

I[TporvchiBaeM CEPBHC B aBTO3aMyCK:
systemctl enable proftpd.service

3anyckaem:
systemctl start proftpd.service



